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tegic Forum is an annually held roundtable 
format that brings together decision-makers 
from Israel and Germany to discuss topics  
of shared interest related to foreign and se-
curity policy.

Every year, 30 senior German and Israeli poli-
cymakers from the ministries of foreign affairs 
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trusted professional relationships that endure 
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Israeli relations.
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2  I  Introduction

Introduction
Germany and Israel face a number of joint strate-
gic challenges. As the United States is continuing its 
foreign policy course, which requires Germany and 
the European Union (EU) to step up its own com-
mitment, especially in the immediate vicinity, Israel 
and Germany should cooperate even closer. 

Meanwhile, the Middle East has seen several dra-
matic changes over the past few months. The Ab-
raham Accords should certainly be mentioned in 
a positive sense. The resulting normalization bet-
ween Israel and the United Arab Emirates, Bahrain, 
Morocco, and Sudan creates new opportunities for 
a strategic economic and security architecture in 
the region.

Germany and the EU have been a spectator of these 
developments. No strategy of its own has yet been 
developed. This means that key opportunities re-
main unutilized to position legitimate interests and 
influence developments. The Strategic Compass, a 
new security policy document of the Union that is 
currently being written, seems promising.

In this context, it is also important to find a common 
European position vis-à-vis Iran. The state is striving 
for a military and political hegemonic position who-
se sphere of influence has the medium-term poten-
tial to extend from the Hindu Kush to the Eastern 
Mediterranean and from the Gulf of Aden to the 
Caspian Sea. The Iranian nuclear program is a key 
factor in this. 

The Joint Comprehensive Plan of Action (JCPOA), 
conceived as a strategy to prevent Iran from acqui-
ring a nuclear weapon, is widely considered to have 
failed. In June 2020, the United Nations confirmed 
that Tehran has now violated all of the provisions 
of the agreement. In addition, talks to revive the 
treaty have been on hold since the recent Iranian  
presidential elections and are now set to resume 

on  Novem-
ber 29, 2021. 
Germany, being 
one of the key EU 
members, is now in 
a position to take the 
lead, helping to secure a 
more stable Middle East. 

After sixteen years in power, the Merkel era comes 
to an end. The presumably future government coa-
lition has already announced in a first paper that 
it, too, wants to adhere to the premise that Israel's 
security is a German reason of state. However, it is 
yet to be defined what this will mean in Realpolitik. 
A new government in Berlin and a government still 
young in power in Jerusalem means new opportu-
nities to create even stronger relations. 

Common challenges also mean common opportu-
nities. Germany and Israel have been working to-
gether trustingly for many years, particularly in the 
field of defense. However, a spirit of innovation is 
now also required here. Potential dangers, such as 
ballistic missiles, can be addressed together, while 
space offers almost endless expanses and possibili-
ties that can be explored together.

The 9th Germany-Israel Strategic Forum is dedi-
cated to these topics. The European Leadership 
Network (ELNET), the Federal Academy for Securi-
ty Policy (BAKS), the Forum of Strategic Dialogue 
(FSD), and the Konrad Adenauer Foundation (KAS) 
proudly host this forum together and in close colla-
boration, to further strengthen the German-Israeli 
relations. 

This brochure serves as basis for the discussions 
to be held at the 9th Strategic Forum. The orga-
nizers give an overview of the current state of af-
fairs regarding the topics to be discussed. It is also 
a summary of key insights, assesments, recommen-
dations and policy conclusions from the 9th Ger-
many-Israel Strategic Forum.



Europe´s Role in Addressing the Iranian Challenge

 Israelis expressed grave doubts about the  
 direction of appeasement in which the  
 diplomatic process with Iran might be  
 going, as well as gave warnings with  
 respect to using military options if all else  
 fails. At the same time, German stakehol- 
 ders were cautious about discussing  
 military options in order to give the  
 diplomatic process enough time and  
 space to function.  

	
 The interests of both Israel and Arab  
 states should be considered in the nuclear  
 negotiations.

 Iran’s growing threat demands stronger  
 international coordination on contain- 
 ment of Iran and its proxies.

Innovation in Defense and Security

 The global race for advanced technolo- 
 gies in cyber, space, Artificial Intelligence,  
 and unmanned capabilities, demands  
 sharing of technologies and capabilities  
 between like-minded states. Germany and  
 Israel should explore ways to deepen  
 cooperation in advanced technology fields  
 (cyber, space, AI, and unmanned  
 capabilities), along with the U.S. and the  
 EU as partners. 

 The two sides should build on synergies 
 between Israel’s agile tech innovation eco
  

  
 system and German strengths in  
 engineering. In addition to the defense  
 sector, these should also be applied to  
 other highly urgent issues such as climate  
 change. 

 There is a need to focus on the wider  
 implications of the shift to private  
 sector-led technological development and  
 the growth of cyber warfare, including the  
 global proliferation of threats and the  
 emergence of new normative challenges. 

Conclusions & Recommendations of  
the 9th Germany-Israel Strategic Forum
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The Challenge of Iran: 
Return to the JCPOA or a 
new approach?

The Joint Comprehensive Plan of Action (JCPOA) was 
intended to prevent Iran from acquiring a nuclear 
weapon.1 The agreement was the result of negotia-
tions between Iran and the permanent members of 
the UN Security Council – China, France, Russia, the 
United Kingdom and the United States – as well as 
Germany and the European Union.

Assessments of the Iran nuclear deal varied depend-
ing on the perspective. The last US administration,2  
as well as a large portion of Israeli policymakers,3 
considered the JCPOA to be faulty and inadequate to 
sustainably curb Iran’s ambitions in terms of regional 
supremacy, including the annihilation of Israel.4 The 
European partners of the agreement argued that, 
while no single agreement would be enough to com-
pletely contain Iran, the JCPOA was still suitable for 
achieving the primary goal of preventing Iran from 
acquiring nuclear weapons.5 There were hopes that 
the agreement would generally improve relations 
with Iran.6 

By now, the agreement is considered a failure for the 
most part. In June 2020, the United Nations confirmed 
that Tehran was, by that point, violating all of the re-
strictions from the agreement.7 On the one hand, the 
failure of this agreement can hardly be regarded as 
justification for an exclusively negative assessment of 
the JCPOA. Due to the United States’ early withdraw-
al in May 2018, the agreement barely had the chance 
to take effect as the Europeans had hoped. On the 
other hand, Iran’s expansionist behaviour prior to the 
US withdrawal from the agreement contradicts the 
European notion that the agreement would be a step 
in building confidence. Iran’s extensive involvement 

in Syria, Lebanon, Yemen, etc. was made possible by 
factors such as the increased leeway (also in finan-
cial terms) it gained through the JCPOA. In fact, Iran 
pursued its aforementioned ambitions even more 
actively. In this sense, the agreement counteracted 
the peace and containment efforts of at least the 
Western states even in the short period of its full va-
lidity. Ultimately, this results in the dilemma that con-
fidence can hardly be built without an agreement, 
while a limited agreement can also lead to a loss of 
confidence.

After Joe Biden was elected president, the new US 
administration did declare its readiness to seek dia-
logue with Tehran concerning a possible restoration 
of the agreement. However, after the talks were 
resumed in Vienna in April 2021, they stalled once 
more when hardliner Ebrahim Raisi was elected Irani-
an president in June. After a long pause in the negoti-
ations, the US State Department recently announced 
that nuclear negotiations will resume at the end of 
November.8  

It is however questionable how realistic the prospect 
of reviving the JCPOA is without extensive conces-
sions by the West that would threaten stability in the 
Middle East in their own way. It will hardly be pos-
sible to reverse the advances that Iran has made in 
uranium enrichment, which are described below. On 
top of this, it must be assumed that the Iranian gov-
ernment would demand a high price for any conces-
sions. This in turn could have consequences for oth-
er arenas outside the main conflict with Iran, which 
neither Israel nor the Arab countries competing with 
Iran would accept. 

Key challenges

Nuclear armament
The JCPOA’s primary goal was to prevent Iran from 
acquiring nuclear weapons. The large-scale accumu-
lation of enriched material,9 the December 2020 de-
cision by the Iranian parliament to enrich uranium to 
the level of 20 percent10 and the latest decision from 
April 2021 to further enrich it to 60 percent11 leave 
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little doubt that Iran is continuing in its efforts to build 
up military nuclear capabilities. Contrary to recent as-
surances, the Iranian government also continues to 
block the full monitoring of its nuclear programme 
by the International Atomic Energy Agency (IAEA).12 

The consequences of the theocratic regime in Teh-
ran acquiring nuclear weapons would be devastating. 
Not only would it subject all of Iran’s neighbouring 
and adjacent countries to permanent life-threatening 
danger, but it would also make it virtually inevitable 
that these countries acquire nuclear weapons in re-
sponse. This would trigger an arms race that, given 
the multitude of conflicts in the region, would make 
a nuclear exchange seem possible. Europe would be 
affected both directly and indirectly by such devel-
opments. 

Israeli voices in particular point out that the Cold 
War logic of deterrence cannot be relied upon in 
the case of the fundamentalist Iranian regime. Iran’s 
willingness to sacrifice, which it already demonstrat-
ed during the Iran-Iraq War, makes these objections 
seem plausible.13 

Missile programme
The precise missile strikes on US military installations 
in Iraq in retaliation for the killing of General Qasem 
Soleimani in early 2020 can also be seen as evidence 
of the advanced status of the Iranian missile pro-
gramme. Iran now has at its disposal the largest ar-
senal of short and medium-range missiles in the en-
tire Middle East. These capabilities are considered to 
be particularly important based on the experiences 
gained during the war against Iraq. The development 
of modern cruise missiles and intercontinental ballis-
tic missiles has clearly advanced considerably.14 Iran 
already has models that could easily reach Israel or 
even Southeast Europe. Further development of bal-
listic delivery systems being carried out with the help 
of Russian, Chinese and North Korean experience 
and technology is another cause for concern.15 

Regional destabilisation and support of terrorism
The Iranian regime’s regional activities are geared to-
wards objectives such as increasing the pressure on 
Arab states in the region and on Israel. Within this 
context, terrorist organisations such as Hamas in 
Gaza and Hezbollah in Lebanon receive financial, lo-
gistic and sometimes military support.16 In addition, 
Iran supports further militias in Iraq17 and is strong-
ly suspected of supporting the Houthi rebels in Ye-
men.18 The latter enabled Houthi rebels to conduct 
efficient attacks on oil production facilities in Saudi 
Arabia.19 Together with other factors such as aggres-
sive activities against international merchant ships in 
the Persian Gulf20 and interference in the domestic 
affairs of Iran’s direct neighbours,21 Iran’s proxy strat-
egy reinforces the view of an acute threat for the re-
gion and beyond.

Providing military capabilities and capacities to ter-
rorist organisations in Gaza and Lebanon also leads to 
a direct military threat to Israel. The massive expan-
sion of Hezbollah’s rocket arsenal in southern Leba-
non22 and Iran’s support of its modernisation23 greatly 
increase the risk of war. The expansion of Iran’s mil-
itary presence in Syria and the strengthening of its 
role as part of the stabilisation process in the civil-
war-torn country also constitute a security problem 
for Israel.24 So far, Israel has been able to prevent the 
establishment of a critical Iranian military capacity in 
Syria. In this context, Israel has communicated sever-
al times that it would not tolerate an Iranian military 
presence at its borders under any circumstances.

Conclusions

At the moment, a comprehensive agreement to solve 
all of the problems presented hardly seems feasible 
in light of the complex geostrategic situation and the 
multitude of players involved. Instead, what is need-
ed is a holistic strategy for dealing with Iran in order 
to take effective action against the looming threat of 
a nuclear arms race, Iran’s missile programme and its 
proxy strategy. This is the only way to secure or ex-
pand the stability of the region – a necessary basis for 
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peace and economic prosperity. In addition to diplo-
matic means, this strategy must also include econom-
ic and military sanctions mechanisms that are clearly 
communicated to Iran. Beyond that, there must be 
no doubt about the Western negotiating partners’ re-
solve to actually apply these mechanisms.

Europe and the US should cooperate closely on this 
matter and jointly promote the formulation of a com-
prehensive Iran strategy. This issue also offers the 
opportunity to return to better transatlantic relations 
and demonstrate the West’s unity in the face of its 

authoritarian rivals. To date, the US administration 
under Joe Biden still aims at restoring the JCPOA. 
However, it remains unclear how these efforts can 
succeed without merely shifting or deferring the se-
curity problems in the Middle East for a short time. 
Europe and the US must therefore seriously consider 
the possibility of restoration of the agreement failing 
and develop an alternative strategy in order to effec-
tively address the challenge of Iran.

When formulating this joint strategy, they must avoid 
one mistake made in the currently unsuccessful 
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IRAN‘S BALLISTIC AND 
CRUISE MISSILES
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JCPOA right from the start. Israel and the Arab states 
in the region must be actively involved from the very 
beginning. A new diplomatic attempt to handle Iran 
must not succumb to the temptation to once again 
take decisions over the heads of the regional players. 
This requires constant and honest exchange with the 
affected countries. It also requires that the parties in-
volved be open to the worries of these countries. Ira-
nian threats and annihilation fantasies must be taken 
seriously in this context and not be dismissed as rhet-
oric motivated by domestic political agendas. Against 
the backdrop of its own history, especially Germany 
should be aware that such reasoning would fail to 
convince a Jewish state. Accordingly, Iran distancing 
itself from its goal of annihilating Israel must be an 

inherent part of any strategy and the agreements re-
sulting from it.

Finally, it should be noted that any strategy regarding 
Iran must also include acceptable options for the cur-
rent Iranian leadership. It must be credibly conveyed 
to Iran that containment of its activities in the area of 
the aforementioned challenges is aimed at deesca-
lating in the region and not intended to come at the 
cost of Iran’s security. If it abandons its expansionist, 
aggressive foreign policy, Iran should receive reliable 
security guarantees. Only in this way can a sustain-
able solution to the conflict be achieved. 

This paper was contributed by ELNET-Germany 
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On 6 April 2021, talks with Iran to 
restore the nuclear deal of 2015 
started in Vienna. Delegations from 
China, France, Germany, the UK, 
Iran, Russia and the US participat-
ed in the talks. However, the nego-
tiations were once again conducted 
without neighbouring states that 
are directly affected by the agree-
ment and immediately threatened 
by Iran. Since the Iranian presiden-
tial election in June 2021, the talks 
were suspended once again.

In the run-up to the renegotiations, 
German Federal Minister for For-
eign Affairs Heiko Maas had called 
for an expansion of the JCPOA to in-
clude regulations restricting Iran’s 
ballistic missile arsenal. Such a 
“JCPOA+” might have been able to 
partially allay the fears of the Arab 
states and Israel concerning Iran’s 
hegemonic ambitions. As recently 
as December 2020, Maas said: “A 
return to the previous agreement 
will not suffice”.25 

However, since US Secretary of 
State Anthony Blinken’s meeting 
with the E3 nations France, Germa-
ny and the United Kingdom in Paris 
on 18 February 2021, the German 
government has not brought up 
this stance again. This concession 
already represents a considerable 
achievement for the Iranian side, 
with the result that sustainable 
stability cannot be ensured in the 
Middle East.26 

So far, the German government 
and the U.S. government continue 
to aim at restoring the agreement. 
Iran has also shown its willingness 
to continue the negotiations, which 
are set to resume at the end of No-
vember. As a result of the growing 
threat by Iran and the dwindling 
chances of revitalising the agree-
ment, the US is now openly dis-
cussing a possible plan B with the 
Israeli government.27 In this regard, 
Israel has made it clear that it will 
not shy away from a military solu-

tion. In discussions with the US, 
Israel’s Minister of Foreign Affairs 
Yair Lapid emphasised that there 
are moments “when nations must 
use force to protect the world from 
evil”.28 

It remains uncertain whether the 
resumption of negotiations in No-
vember will actually bring about a 
return to the agreement. The Irani-
an regime makes the lifting of the 
sanctions a prerequisite for this. 
Moreover, Iran demands further 
safeguards for the long-term pres-
ervation of the agreement to en-
sure that the USA would not again 
withdraw from the treaty if there 
was a change of government. Ex-
perts also suspect that the Iranian 
government is not actually willing 
to achieve an agreement, but it’s 
rather another tactic to delay the 
process and to avoid further sanc-
tions.29 
 

RECENT DEVELOPMENTS



Innovation in  
defense and security 

Technological innovation in the defence realm is a 
continuous challenge for military planners. New tech-
nologies offer opportunities for military operations, 
but they also create new vulnerabilities, can raise 
ethical and moral dilemmas, might undermine exist-
ing military capabilities, and thus can have a decisive 
impact on armed forces’ ability to fulfil their tasks. 
Although armed forces (particularly in the western 
world) have a long history of closely following tech-
nological change and investing in technological inno-
vation, the challenge has become more demanding 
in recent times. 

Technological change has sped up significantly, with 
ever-faster development and introduction – but also 
ever faster obsolescence times. And technological 

competition, not only in the military but also in the 
civilian realm has become a significant element of 
global great power competition.30 Finally, the chal-
lenge is exacerbated by the fact that whereas for 
many decades, state- and military-funded research 
used to play a decisive role in western technology 
development, more recently, the private sector has 
taken on a greater role. This means that states are 
less able to drive and shape research agendas. 

Given these developments, there is a an ever-great-
er interest in finding out which new technologies 
are likely to have the most significant impact on the 
defence and security realm, and how armed forces 
can adopt them in the most effective and innovative 
ways. At the same time, activists, scientists, and in-
creasingly policy makers, are raising ethical and mor-
al concerns related to some of the new technologies 
currently in development. 

Emerging and disruptive military technologies31  

Even though military technologies seem to be on ev-
eryone’s mind at the moment – they are being dis-

AUTHOR'S REMARK

Today, there are several new tech-
nologies that are likely to influ-
ence military power. Before con-
sidering their impact, however, 
two warnings are in order. 

First, technology is not all. A lot 
of attention is currently focused 
on emerging and disruptive tech-
nologies. But research in past mil-
itary innovations shows that what 
matters for a military technology’s 
impact is not just the technolo-
gy, but how it is used. For a new 
technology to have a significant 
impact, states need to implement  

novel doctrines and organisation-
al principles. For example, tanks 
were on the battlefield already in 
1916. But tanks did not show their 
military potential until the Sec-
ond World War, during which the 
Blitzkrieg doctrine combined the 
use of radios with a novel way of 
deploying tanks as independent 
units, allowing Nazi Germany to 
break through French defences in 
a matter of days. Therefore, one 
needs to be careful not to auto-
matically equate technological 
leadership with military success. 

Second, as impactful as military 
technologies can be, they rarely 
substitute for size, and (combat) 
experience. In the military realm, 
quantity has a quality of its own. 
Large armed forces with substan-
tial funding are likely to remain 
overall more powerful than small-
er forces using new technologies 
– but technological innovation 
can still help shift balances of 
power, especially in limited wars. 
Thus, as impactful technological 
innovation may be, one should be 
careful not to consider it a panacea.
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cussed under the headings “emerging”, “disruptive” 
or simply “new” technologies – there is no commonly 
shared agreement as to which technologies fall in this 
category. The following gives an overview of some of 
the technologies expected to have most impact.

Unmanned aerial vehicles, or drones, have received 
a lot of attention in recent years. Their development 
dates to the last century – Israel, a leader in the field, 
established its first drone squadron already in 1971. 
But they played a particularly important role in the 
‘war on terror’ of the early 2000s. More recently, 
drones, including armed drones, have proliferated to 
the point that they are now on battlefields all around 
the world. And the 2020 Nagorno-Karabakh conflict 
demonstrated that there is a role for drones beyond 
asymmetric wars. Azerbaijan fielded several Turkish 
and Israeli drone systems and demonstrated their 
usefulness in a conventional, inter-state confronta-
tion. While today’s generation of drones is unlikely to 
be the decisive factor in a full-blown military conflict, 
they can markedly boost the air power of states (or, 
indeed, ‘non-state actors’) and their airborne capabilities. 

After almost two decades during which the Unit-
ed States and Israel held the monopoly over armed 
drones, in the last few years, several new players 
have arisen. Turkey and China most notably have 
invested significant resources in the creation of do-
mestic drone industries, and have also fuelled inter-
national proliferation by exporting drones to states 
around the world. Differences in drone arsenals can 
be quite substantive: Turkey now has an estimated 
140 armed drones, while the overall more developed 
armed forces of the UK or France have only 10 and 
12 systems respectively – and Germany has none, de-
spite a long-running debate32 about whether to lease 
five armed drones for its air force. 

Accompanying the global proliferation of drones is 
a rise in counter-drone systems. States are devel-
oping, testing, and deploying a variety of anti-drone 
systems which, broadly speaking, use three ways to 
down a drone – kinetic means, electronic means, or 
interception. The first involves shooting drones down 
with bullets, rockets, or similar munitions. The sec-

ond, electronic solutions, is currently the most prom-
ising. It requires the capability to jam or interrupt the 
signal between the drone and its operator. A more 
advanced version of this approach is to hack into 
the drone and to take command of it. Lastly, there 
are several ways to physically intercept drones. For 
instance, one can use drones to fight other drones, 
or can down them with the kind of shoulder-mount-
ed net-throwers that could be observed at several 
high-level political meetings this year (though these 
latter capabilities are more relevant to the civilian 
context than the military one). While anti-drone sys-
tems do not directly translate into military power, 
the inability to defend oneself against drone attacks 
can have devastating consequences and create sig-
nificant vulnerabilities. But, for now, states have not 
found one single and (cost-) effective capability that 
can counter most drones, let alone all of them. In this 
environment, even relatively small and basic drones 
can pose a significant threat. 

Cyber is another area widely expected to upend tra-
ditional power balances, with the proverbial teenag-
er in their bedroom able to hack state institutions. 
Although such attacks are possible, most substantial 
cyber power still lies with states, specifically those 
willing to invest resources in the requisite capabili-
ties.33 Harvard University’s Belfer Centre “National 
Cyber Power Index” measures 30 countries’ cyber 
capabilities.  It assesses that the top ten most com-
prehensive cyber powers are the US, China, the UK, 
Russia, the Netherlands, France, Germany, Canada, 
Japan, and Australia. 

However, states’ performance varies a great deal 
across these indicators. Israel ranks on place 11 over-
all, but gets high marks for information control, intel-
ligence, and offensive cyber capabilities. The Belfer 
Centre classifies Israel as one of the countries “ac-
tively signaling to other states that they intend to de-
velop their cyber capabilities but have either a) not 
publicly disclosed their capabilities (through stated 
or demonstrated means), or b) do not currently have 
the capabilities at hand to achieve their cyber goals.” 
Anecdotal evidence suggests impressive Israeli ca-
pabilities in some areas: When the US government, 
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following a terrorist attack in California in December 
2015, wanted to break into one of the terrorist’s iP-
hone, it could not do so – and the phone’s manufac-
turer, Apple, refused to bow to pressure and provide 
a back door into the phone’s operating system. The 
FBI finally hired a private Israeli firm, which used a 
technology unknown to the FBI to break the phone’s 
encryption.34 Germany, in the Belfer ranking reaches 
place 7 overall, with comparatively high marks in sur-
veillance, offence, and norms.

After many years during which the focus was to keep 
space from militarisation, more recently, many actors 
are building up their space capabilities by sending 
new satellites into orbit and creating (earth-based) 
space commands. As of 2021, the leading space pow-
ers are the United States, with 218 military satellites, 
a space force and counterspace capabilities, China, 
with 125 satellites, and Russia, with 102 satellites. 
Germany and Israel have seven and eight military sat-
ellites respectively.

Another promising (but hard-to-measure) area of 
military technological development is artificial intel-
ligence (AI), which can enable and support activities 
in everything from logistics to autonomous weapons, 
cyber warfare, and disinformation. These capabilities 
include offensive and defensive front-line and sup-
port systems. Military experts agree that states will 
increasingly use AI in the military realm, and that 
this will have important implications. However, their 
assessments of what these implications will be run 
from maximalist statements that AI may “alter the 
immutable nature of war”, or that AI changes “the 
psychological essence of strategic affairs”, to less ex-
treme views that focus on more specific and limited 
changes in weapons technology. In recent years, the 
maximalist reading has taken hold in US circles in par-
ticular, with the US National Security Commission on 
AI warning that the US “will not be able to defend 
against AI-enabled threats without ubiquitous AI ca-
pabilities and new warfighting paradigms.”35  

AI-enabled autonomy has received particular atten-
tion, and raised concerns among activists. Formally 
known as “lethal autonomous weapons systems” 

(LAWS), “killer robots” have captured the public’s 
imagination. These systems can carry out the critical 
functions of a targeting cycle in a military operation, 
including the selection and engagement of targets, 
without human intervention. This means that they 
rely on AI to make decisions rapidly and without hu-
man involvement – that is, autonomously. Many ac-
tivists, ethicists, and policy makers worry that dele-
gating the decision over life and death to machines 
might lower the threshold for going to battle, is un-
ethical, and could start a global AI arms race. AI-ex-
perts around the world have spoken out against the 
use of AI in lethal autonomous weapon systems, wor-
ried that their development might tarnish the whole 
AI field.36 

For now, such systems are rare, but autonomy has 
become one of the most significant growth areas of 
AI-enabled systems. An ever-growing number of sys-
tems are being developed which are at least partly 
autonomous, including by Israel, which manufactures 
and sells so-called “loitering munition”. At the United 
Nations in Geneva, discussions over a potential ban 
of such systems are ongoing. So far, these efforts 
have had limited success.

German and European plans and interests 

The majority of European states tend not discuss mil-
itary, and military technology questions publicly. For 
example, of the 21 national AI strategies published by 
EU member states, only a handful discuss the topic 
of military implications of AI. Even larger states such 
as Italy, NATO’s fifth-largest defence spender, do not 
engage with the topic of military applications of AI 
and what they may mean for the future of military 
operations or alliance interoperability. 

The most notable outlier in the European discussion 
on AI-enabled military systems is France. In its nation-
al AI strategy, France displays a clear interest in mili-
tary AI. The French strategy designates defence and 
security as one of its four priority AI sectors for indus-
trial policy. In 2018, the French Ministry of Defence 
(MoD) announced that it planned to invest €100m 
per year in AI research. In September 2019, France 
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became the first European state to publish a strate-
gy specifically on military AI. The 34-page document 
written by the MoD outlines France’s approach to AI 
in the military, provides examples of AI-enabled mili-
tary applications, and announces the creation of sev-
eral bodies that will help the French military adopt AI. 

Germany approaches the topic markedly differently. 
The German national AI strategy views AI primarily 
through an economic lens, concentrating on pre-
serving the strength of German industry – particu-
larly small and medium-sized companies, the famous 
Mittelstand. The military, security, and even broader 
geopolitical elements of AI are however absent from 
the strategy. On military AI, the strategy notes that 
this falls under the responsibility of the Ministry of 
Defence – which, as of 2021, has not published an 
official discussion of military AI applications. 

Given the ethical concerns outlined above, European 
governments, and Germany in particular, are active 
in the discussion around new arms control regimes 
related to new technologies. In 2019, the German 
foreign office launched the “Capturing Technology. 
Rethinking Arms Control” initiative, which included 
high-level international conferences, several work-
shops and online meetings.37 Initially, the effort 
looked at several new technologies ranging from bio-
technology to missiles. In 2020 and 2021 it focused 
more specifically at AI-enabled, and lethal autono-
mous weapon systems. It seems likely that the next 
German government will continue this effort, and 
work to get a growing number of international part-
ners on board. 
 
This paper was contributed by
Dr. Ulrike Esther Franke, ECFR
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Summary 9th Germany-
Israel Strategic Forum
This is a summary of key insights, assess-
ments, and policy conclusions from the 
9th Germany-Israel Strategic Forum.

On 30 November 2021, the European Leadership Net-
work (ELNET), the Forum of Strategic Dialogue (FSD), 
the Federal Academy for Security Policy (BAKS), and 
the Konrad Adenauer Foundation (KAS) gathered se-
nior policymakers and experts from Germany and Is-
rael for another round of the Germany-Israel Strate-
gic Forum. The first part of the dialogue focused on 
innovation in defense and security, and the second 
on Europe´s role in addressing the Iranian challenge. 

The discussions were conducted under the Chatham 
House Rule.

The event took place just days after the announcement 
of the new German coalition’s policy program and was 
the first Forum since the change in the Israeli govern-
ment. It also coincided with the relaunch of direct ne-
gotiations between the new Iranian government and 
the P5+1 on reviving the JCPOA. The new German go-
vernment program points to continuity in foreign and 
security policy and reaffirms German commitment to 
Israeli security as reason of state (“Staatsräson“).

Overall, the Strategic Forum reflected the closeness of 
the bilateral relationship. This is exemplified in a va-
riety of areas, including security cooperation, informa-
tion sharing relating to COVID-19, German support for 
Israeli accession to Horizon Europe, and recent visits 
by Foreign Minister Heiko Maas in May (during the 
Gaza conflict) and Chancellor Angela Merkel in Octo-
ber 2021 (as one of her last visits in office). 
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Europe´s Role in Addressing  
the Iranian Challenge 

The Strategic Forum’s participants shared their grow- 
ing skepticism about the prospects for returning to a 
nuclear agreement with Iran. German officials contin- 
ue to defend the original deal, stressing that the new 
Iranian government must show its commitment to the 
negotiations, that Iran must fully comply with agreed 
terms, and that regional security must be addressed 
in the re-negotiations. There is a wide consensus on 
the Israeli side that whilst Israel does not oppose a 
diplomatic agreement in principle, only a „longer and 
stronger“ deal will be acceptable, meaning ulimited in 
time and with more adequate controls. Returning to 
the 2015 version of the JCPOA is not acceptable. This 
is because Iran has developed improved enrichment 
capabilities that cannot be rolled back, and the con-
straints of the original JCPOA are in any case approach-
ing their expi- ration dates. 

At the same time, the Israeli government is communi-
cating in increasingly stark terms that it is updating the 
IDF’s military options against Iran’s nuclear program 
and has allocated budgets to ensure that capabilities 
are in place if all else fails. In line with the ‘Begin Doc-
trine’, the acquisition of nuclear weapons by an enemy 
committed to Israel’s destruction is considered an un-
acceptable existential threat, an attitude informed by 
Jewish historical experience of the Holocaust. 

Israelis see Iran’s nuclear program as offering a po-
tential umbrella for Tehran’s expanding offensive ca-
pabilities. This includes the proliferation to proxies 
of demonstrated aerial capabilities which now cover 
cruise missiles, UAVs as well as ballistic missiles. Grow-
ing Iranian threats are shaping the IDF’s new multi-
year “Momentum” plan, which includes developing 
new capabilities relating to long-range capabilities, 
multi-layered air defense, and space. 

Whilst German officials defend the JCPOA – claiming 
it held back a nuclear Iran – they express their doubts 
about Iran’s seriousness in the renewed talks. They are 
aware that Iranian advances in centrifuge R&D need 
to be addressed in a renewed agreement. Doubts are 
fueled by the five-month delay in the new Iranian gov-

ernment returning to talks, and the extent of the me-
dia posturing of lead negotiator Ali Bagheri, apparent-
ly for domestic consumption. Bagheri has emphasized 
the issues of sanctions relief and guarantees. German 
participants made clear that non-nuclear sanctions are 
not up for discussion and no guarantees can be pro-
vided against a political change in the U.S. They expect 
Iran’s willingness to compromise to be tested within 
the coming months. 

As Israelis perceive a credible military option to be a 
prerequisite for securing an acceptable deal from Iran, 
there is a preference among German officials not to 
speak about a ‘plan B’ afraid this would take away the 
focus from the diplomatic track. 

It remains open whether time is playing for or against 
Iranian interests. Whilst sanctions are taking their toll, 
Iran seems able to withstand them, still claiming and 
following an agenda of regional hegemony. Israelis in 
particular focus on the extent of Iran’s growing region-
al influence and proliferation of advanced weaponry to 
its proxies in weak states (Lebanon, Syria, Yemen and 
Iraq). But it was also pointed out that Iraqi elections 
brought a victory to non-Iranian aligned Sadrists, and 
that the Iranian-aligned Popular Mobilization Forces in 
Iraq are unpopular ‒ hints about a possibly decreasing 
Iranian influence in its direct neighborhood. 

Regional international dynamics reflect complex 
trends in response to the Iranian threat, influenced by 
doubts over U.S. commitment to regional security. Par-
ticipants described the significant changes resulting 
from the Arab-Israeli (and especially Israel-UAE) nor-
malization process. At the same time, they pointed to 
the cautious development of a dialogue between Iran 
and its Arab neighbors, including Saudi Arabia, as well 
as to recalibrations in the regional architecture of rela-
tions and alliances, indicated by UAE Prince Moham-
med bin Zayed’s recent visit to Turkey after years of ri-
valry. The withdrawal of the U.S. from Afghanistan has 
underlined questions for both Israel and Arab states 
over American commitment to its allies. 

Russian and Chinese attitudes will also have a signifi-
cant impact on Iran’s approach. China has increasing 
energy dependence on the Gulf and is very critical of 
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U.S. sanctions against Chinese companies working in 
Iran. Russia, meanwhile, has its own concerns about 
Iranian nuclear weapons. Both Russia and China have 
raised ideas about regional security, marking the open-
ing of a discussion. 

Given widely shared doubts about the ability to con-
tain Iranian nuclear and regional ambitions, with or 
without a deal, German participants raised alternative 
strategies, such as creating a complementary regional 
security agreements alongside the JCPOA. Some ap-
pear to envisage arrangements involving Israel, region-
al players, the EU, or the U.S., establishing a framework 
for deterring Iran or committing to Israeli security. Oth-
ers spoke of long-term German aspirations to promote 
a regional security infrastructure based on agreements 
between Iran and its Arab neighbors. Some Israe-
lis called for a parallel Israel-U.S. security agreement 
in the wake of the 2015 version of the JCPOA, which 
would affirm a shared commitment that Iran should 
not acquire nuclear weapons and include operational 
plans to prevent this in the future. 

Innovation in Defense and Security
Today, Israeli-German cooperation in defense and 
security technology is already close, but there is still 
scope for further collaboration. Standout projects in-
clude Israeli procurement of naval ships from Germa-
ny – including recently completed Corvettes built in 
Germany incorporating Israeli technology – and Israeli 
UAV technology (being supplied to the Bundeswehr). 

From the German perspective, with limited budgets 
and manpower and defense being a relatively low pub-
lic priority, procuring proven technology is a cost-effec-
tive alternative to developing it, as is sharing capabili-
ties with a network of states. Expectations of Germany 
are growing as the U.S. asks its European partners 
to develop more ‘mature’ defense capabilities and 
strengthen the European pillar in NATO.

German participants stressed the centrality of EU and 
NATO partners in German defense capabilities and 
procurement. Around 80 percent of German capabili-
ties in stock are assigned to NATO, and interoperability 
with NATO partners is key in German defense procure-
ment. 

There is an increasing overlap in Israeli and German 
defensive requirements, with the German (as well as 
NATO’s) threat perception directed towards Russia 
in particular, while the Israeli doctrine has shifted to 
a more defensive posture in recent decades. This is 
reflected in the development of Israeli capabilities in 
missile defense, cyber defense, and physical barriers 
above and below ground. 

Unmanned technology and Artificial Intelligence (AI) 
are anticipated to be increasingly important. AI is sup-
posed to be part of all defense systems in the coming 
decades and is subject to technological competition 
between the U.S. and China. Also, new technology 
raises new ethnical issues which need to be discussed 
by democratic societies and policymakers.

Space-based intelligence satellites are an important 
piece of developing “information dominance,” and it 
was pointed out that Germany and Israel combined 
have 15 military satellites compared to 218 for the U.S. 

 Israelis expressed grave doubts about the  
 direction of appeasement in which the diplomatic   
 process with Iran might be going, as well as gave   
 warnings with respect to using military options if  
 all else fails. At the same time, German stakehol- 
 ders were cautious about discussing military  
 options in order to give the diplomatic process   
 enough time and space to function.  
	
 The interests of both Israel and Arab states should 
 be considered in the nuclear negotiations.

 Iran’s growing threat demands stronger  
 international coordination on containment of Iran   
 and its proxies.

Conclusions & Recommendations



14  I  Summary 

and 125 for China. It was also argued that in this re-
spect quality, and not only quantity, is significant. Thus, 
Germany is a leading player in reconnaissance and im-
agery, which enables it to share products with others 
in exchange for other provisions. Germany has agree-
ments with France and the U.S., and has discussed 
how to share capabilities with Israel. 

Speakers highlighted the shift from public to private 
sector centrality in technological development, and 
indeed the blurring between the two realms. Many cy-
ber-technologies are privately available on the market, 
including dual-use technologies, creating a demand for 
governments to monitor technological developments 
with security implications that they do not control.

Participants reflected on the deeper significance of 
this tech revolution that enables civilians in one state 
to attack civilians in another, and benefits weak and 
authoritarian states. One participant called for clearer 
international norms and rules of engagement in the 
cyber realm, and for clear civilian command and con-
trol over offensive military cyber activity. 

Israel’s strategic and social culture is widely perceived 
to have equipped it with enviable strengths in defense 

tech and innovation. This is born of a combination 
of necessity driven by heightened threat perception; 
manpower that comes from conscription and reserve 
duty; a culture which empowers young conscripts to 
innovate and take responsibility; and an informal and 
highly networked society with close links between the 
military, private sector, and academia. German par-
ticipants expressed enthusiasm to learn from Israel’s 
culture of urgency and to overcome both the culture 
of big bureaucracy that can slow down development 
in Germany and the culture of military restraint which 
dampen innovation in the military field. 

That said, Germany has its own strengths that com-
plement those of Israel and create great potential for 
synergies, notably in engineering and vehicles. In the 
military sector, this is illustrated by the procurement 
of ships for the Israeli navy. In the civil sector, the same 
is evident in the marrying of German cars with Israeli 
cyber and autonomous driving tech. Potential syner-
gies extend far beyond the security realm, with climate 
change in particular presenting enormous challenges 
as well as opportunities for cooperation.

Conclusions & Recommendations

 The global race for advanced technologies in cyber,  
 space, Artificial Intelligence, and unmanned  
 capabilities, demands sharing of technologies and  
 capabilities between like-minded states
	 Germany and Israel should explore ways to  
 deepen cooperation in advanced technology   
 fields (cyber, space, AI, and unmanned  
 capabilities), along with the U.S. and the EU as  
 partners.
 

 The two sides should build on synergies between  
 Israel’s agile tech innovation ecosystem and   
 German strengths in engineering. In addition to 
 the defense sector, these should also be applied  
 to other highly urgent issues such as climate   
 change. 

 There is a need to focus on the wider implicati- 
 ons  of the shift to private sector-led technologi- 
 cal development and the growth of cyber warfare,  
 including the global proliferation of threats and the  
 emergence of new normative challenges. 
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